
Click the links 
below to various 

solutions for 
keeping your 

digital identity 
secure.

Enable two-step 
authentication to reduce the 
chance that someone gains 
access to social media or 

shopping accounts.  

Use a password vault 
to keep track of your 

online passwords and 
to help you choose 
better passwords.  

Limit Facebook’s ability to 
track your activity.

Use a VPN to keep your 
Internet communications 

private. 

Consider subscribing 
to an identity theft 

protection service for 
additional monitoring 

and protection. 

Check to see if your 
personal e-mail addresses 

or phone numbers have 
been compromised in a 

data breach.

Secure your home router 
to help prevent attacks.

Sign up for Informed 
Delivery with the US Postal 

Service so you can see if 
any of your mail is missing 

from your mailbox.

Configure social media accounts to
restrict data collection and maximize

privacy.
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Review data available 
on “people search”

sites.

Hide your Google search 
results and contact site 

owner to request data be 
removed.

Setup a Google Alert to notify 
you if your name or data 
appears on the Internet.
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https://www.pcmag.com/how-to/two-factor-authentication-who-has-it-and-how-to-set-it-up
https://www.cnet.com/tech/services-and-software/best-password-manager/
https://www.pcmag.com/how-to/how-to-stop-facebook-from-spying-on-your-internet-activity
https://www.ncsc.gov.uk/guidance/social-media-how-to-use-it-safely
https://www.youtube.com/watch?v=O1ZtCdUm8k8
https://www.youtube.com/watch?v=NSoUh3Duqrc
https://www.pcmag.com/picks/the-best-vpn-services
https://www.consumer.ftc.gov/articles/how-secure-your-home-wi-fi-network
https://informeddelivery.usps.com/box/pages/intro/start.action
https://haveibeenpwned.com/
https://www.usnews.com/360-reviews/identity-theft-protection
https://support.google.com/websearch/troubleshooter/9685456#ts=2889054%2C2889099
https://www.google.com/alerts
https://www.lbmc.com/services/advisory/security-risk/
https://us-cert.cisa.gov/ncas/tips
https://www.ted.com/talks/mark_burnette_the_humanity_behind_cybersecurity_attacks
https://youtu.be/-dT2T4N-oTA?si=hKOnH7ddJV4k9Xhi



